SSL migration announcement

The TLS certificate api.finicity.com is going to be updated to a new DigiCert CA root TLS
Certificate on April 13. While the current Entrust CA root TLS certificate does not expire until
Sept 2025. Mastercard is accelerating the migration to support our vendors, partners, and
providers more effectively, following the latest updates from Google/Mozilla.

Specifically, you can expect the change to take place between 11:30 PM MT on April 13, and
12:30 AM MT on April 14.

We anticipate that most partners will not be affected by this change. However, for those with
advanced certificate controls or customizations, adjustments may be needed to ensure
seamless connectivity.

Partners who have outbound connection security settings that require known SSL certificates
or Root CA (called pinning) will need to update to the new certificate/Root CA on or before the
go-live date. Additionally, partners who use a limited or non-standard certificate trust store
should confirm that the root certificate is trusted before this date. The DigiCert root
certificate is trusted by all major browser and OS providers.

If you need a copy of the certificate for the purpose of pinning, please reach out to your
account rep or Client Success Manager (CSM).

New Root Certificate:

DigiCert EV RSA CA G2

Serial #:01:67:8F:1F:EF:88:22:55:D8:B0:A7:0E:6B:7B:B2:20

SHA1 Fingerprint: 09:0A:16:F9:BA:16:00:1B:2E:C1:30:F8:05:23:E5:B5:EB:25:91:58

SHA256 Fingerprint:
95:88:EF:74:19:9E:45:AC:EF:CC:CF:C0:C4:70:10:E9:F2:A3:7A:1D:D4:4C:61:A4:E1:C6:B3:34
:DA:5A:F6:14

You can download/validate DigiCert CA from DigiCert Root Certificates - Download & Test |
DigiCert.com



https://api.finicity.com/
https://security.googleblog.com/2024/06/sustaining-digital-certificate-security.html
https://groups.google.com/a/mozilla.org/g/dev-security-policy/c/jCvkhBjg9Yw
https://www.ssl.com/blogs/what-is-certificate-pinning/
https://www.digicert.com/kb/digicert-root-certificates.htm#roots
https://www.digicert.com/kb/digicert-root-certificates.htm#roots
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