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GETTING STARTED 
 

Welcome! The following guide addresses all functionality available within the Mastercard Open Banking 

Client Hub. Depending on your account configurations or user role, you may only have access to a portion 

of the settings within the site. If there are specific actions you are looking to take, please refer to the table 

of contents to locate that section. There are some recommended starting points for many roles: 

• Admin 

• Developer 

• Loan Officer 

• Requestor 

• View Only 

 

Accessing the Client Hub 
A new client can get access to the Client Hub either through the Mastercard Developer Portal, by working 

directly with our Sales Team, or by signing up directly at the Client Hub site. 

If your organization has an existing account which you require access to, please reach out to your account 

Admin who can create a role for you within the Client Hub. If you have any questions regarding plans, our 

Sales Team would be happy to assist you. 

 

Creating a New Account – Integrated & Ecosystem Clients 
For new clients looking for a custom integration, sign up should occur through the Mastercard Developer 

Portal, which is where they will find documentation for our APIs as well as access the credentials required 

to interact with those endpoints. Most new clients will sign up through this method, including: 

• Direct API integration clients: those creating a custom integration from their software into 

Mastercard’s Open Banking APIs. This includes partners that may wish to utilize the Order Reports 

tool as part of a POC or Beta program on a short-term basis. 

• Third party ecosystem clients: those utilizing a third-party integration from one of our various 

partners. 

Clients signing up through the Mastercard Developer Portal will also be provided with access to the Client 

Hub via single sign-on connection.  

• To complete the sign-up process, go to the Mastercard Developer Portal and follow the prompts 

to create a new account.  

https://developer.mastercard.com/account/sign-up
https://www.finicityreports.com/contact-sales
https://www.finicityreports.com/
https://www.finicityreports.com/plans
https://www.finicityreports.com/contact-sales
https://developer.mastercard.com/account/sign-up
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• Once your account has been created, you may access the Mastercard Developer Portal. You will 

then need to create an Open Banking project to be provided with access to the Client Hub.  

 

• After it has been created, select your Open Banking project and click the Access Client Hub button. 

 

Creating a New Account – Self-Service Reports Clients 
For new clients requiring access to the self-service, order reports tool or if they require invoices to be paid 

via credit card, the user must sign up directly on the Client Hub site. 

https://www.finicityreports.com/
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After selecting our free Test Drive plan, enter the required information (name, company, email address, 

etc.) including creating a safe and secure password. Your username will be your email.  

• On the Account Info page, please enter a valid email address so you can verify your account and 

for multi-factor authentication steps or other communication. 

 

• On the Company Info page, please enter your company information, including the name, website, 

address, and business type. Businesses with a mortgage use case will be required to provide the 

NMLS number.  
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Once your account has been created, you may log in for the first time. 

 

Login  

The email used to set up your account is your username, and your password is entered on the following 

screen. After providing your credentials, a one-time passcode will be sent to your email as part of a multi-

factor authentication process. 

If you cannot remember your password, click the “Forgot Password?” link. Enter your email address and 

follow the instructions on the page to reset your password.  

Once you have gained access to your account, you will be brought to the following landing page. You are 

now able to explore the available features and begin to customize the experience for you and your 

consumers.  
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Single Sign On 
Integration to a Single Sign On (SSO) platform is available for Client Hub customers on a case-by-case basis. 

Currently, we only support SAML 2.0 compliant Identity Providers (IDP), and all users must have the same 

company email domain. This will provide the customer with increased security and an ability to better 

control authentication and login experience for members on their account. This also allows the partner 

the ability to restrict traffic to select Ips through their IDP. 

For an SSO integrated customer, a member user will enter their username during authentication allowing 

the Client Hub to recognize the email domain entered and redirect the user to the assigned SSO identity 

provider (e.g., Okta, Google Authenticator, etc.) for verification. Once verification is complete, a response 

is returned to the Client Hub and authentication is approved. 

If you are interested in adding an SSO integration to your Client Hub account, please speak with your 

account representative. 
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SETTINGS  
 

The various settings that can be updated for your 

personal profile, payment methods, company profile, 

and managing other member permissions are found in 

the upper right of the Client Hub landing page.  

 

Personal Profile 
This section allows you to update the 

personal information provided when you 

originally signed up for the account or 

activated your user account:  

• First & last name  

• Phone Number 

• Email (Username for Sign-On) 

• Email (For Borrower 

Notifications)  

For the Order Reports feature, this 

information will be used as a signature 

when you request a report from a 

consumer. You may also elect whether to 

receive notifications of reports 

completed by your consumers. 

 

Change Password 
You may also update your password on 

this page. When choosing a new password, please note that a new password must: 

• Be at least twelve characters in length. 

• Contain an uppercase letter. 

• Contain a lowercase letter. 

• Contain a number. 

• Contain a special character. 

• The password may not contain sequences of three or more repeated characters. 
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Company Profile 
Communications generated through the Client Hub (e.g., Order Reports requests) can be customized to 

include your company information, colors, and logos to make them look like they are coming directly from 

your company, rather than a third party.  

 

You can customize your company name, address, city, state, zip, phone number and URL. You can also 

upload your logo, pick a general color, or provide an HTML hexadecimal value to perfectly match your 

brand’s color.  

 

If your company uses a custom email domain, you can also configure your account to allow for report 

request notifications to be sent from that domain by providing the appropriate server DNS information. 

Please work with our email server admin or IT department to provide the appropriate information for this 

section. Otherwise, any emails would be sent from our default domain (noreply@finicity.com).  

After customizing, we recommend that you send out a test email to ensure the customizations are 

displayed as expected.  
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Custom Fields 
If you are using the Order Reports feature, you can add up to five customized fields to your report 

requests. These fields can be auto populated with a default value, be noted as required or optional and 

be displayed on the report PDF. 
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Manage Members 
On the User Management page, an admin can see the list of users with access to the account including 

each user’s name, status (pending or active), and role (view only, officer, or admin).  

 

 

• Admin: able access all settings, including access 
to manage members and edit Company settings. 
They can also see reports requested by all users. Your 
account can have multiple admins. 

• Developer: able to access and edit Company 
settings and view the institution statuses but is not 
able to request or view reports. 

• Loan Officer: able to access reports, request new 
reports and update active reports.  

• View Only: only able to view reports, not request 
or update. 

• Requestor: able to resend reports, refresh 
reports, and file support cases. 

 

Inviting New Users 

You can add a new user to your account with the 

“Invite”  button,  assigning them a role so 

they are able to access specific actions or 

information in your account. There is no limit to 

the amount of users you may add to your 

account or for any single role. 

If you need to add multiple users at one time, 

you can select the “Bulk Invite” option to upload 

a CSV file containing the same information.  
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Selecting “Bulk Invite” also provides access to a sample file (shown below) to view an example of the 

required information and format for that the user data: 

 

Once the CSV file has been uploaded, email invitations will be sent to the users to allow them to create a 

password and login. 

 

Payment Methods 
This section allows you to add or update the 

billing information associated with your 

account. By working with your account or sales 

representative we offer a variety of payment 

options. For ease and convenience, CC (credit 

card) billing is defaulted in the “Test Drive” plan. 

• Card information 

o Name 

o Card Number 

o Expiration Date 

o CVV / Security Code 

• Billing information 

o Address 

o City 

o Zip / Postal Code 

Please ensure that this information stays up to date to avoid any disruptions to your service.  

 

ACTIVITY 
 

This section contains information regarding health statuses for supported institutions. In the future, this 

will be expanded to provide more partner-level activity reporting.  

 

Institution Status 
The Mastercard Open Banking platform supports connections to thousands of financial institutions, and 

the institution status page highlights the recent health status of these as a place for you to review. If a 
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consumer has a question about which institutions are supported or if they encounter an issue, this will 

allow your company to provide that answer in a timely manner.  

The list is sorted by a number of factors, but generally displays the higher volume institutions that more 

frequently experience connectivity issues at the front of the list. You may also check the status of a 

specific institution by entering its name in the search bar. 

 

 

 

Institution Statuses: 

• Online: the institution is operating as expected 

• Investigating: a connection issue is currently being investigated or an intermittent issue exists. 

An attempt to connect may still be successful.  

 

• Offline: a connection issue has been identified and must be resolved before connecting. An 

attempt to connect will most likely result in failure. 
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ORDER REPORTS 

 

For some Lender customers, the Client Hub includes access to our Order Reports feature. This provides 

customers with the capability to send report requests (Verification of Assets, Income, Employment, etc.) 

to a consumer without necessitating that they build out a direct API integration to the Mastercard Open 

Banking platform. It can also be used as a way for customers to test out our reports or a tool that can be 

used while an integration is in progress.  

Within Order Reports, a user can: 

• Create a new report request. 

• Search for a specific report. 

• Act on a report request. 

 

 

 

Create a Report Request 
A user with the appropriate role (Admin, Loan Officer, Requestor) 

can generate new report requests for prospective consumers by 

clicking the  button at the top of the Report Dashboard screen. 

 

Test Profiles 
Mastercard provides a wide variety of customer profiles to evaluate report creation to simulate real use 

cases (various report types, account types, failures, etc.). A comprehensive list of our publicly available 

test profiles, head to the Mastercard Developer portal.  

To submit a report request using test profile information: 

1. Identify a test profile: This should correspond to the report type you wish to test. 

a. Most profiles can be used to support various report types and may not explicitly mention 

the specific report that you are evaluating. 

Prior to requesting a report, a user may 

choose to customize their Company 

Profile by adding their brand logo, 

email domain and report fields. 

https://developer.mastercard.com/open-banking-us/documentation/test-the-apis/
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2. Create a Report Request: Within the Client Hub, select the Order Reports tool from the navigation 

menu and click clicking the  button. 

3. Choose a Report: Select the ‘Report Type’ that aligns with your test profile. 

4. Enter Test Profile Info: Using the test profile information, complete the Borrower Details section. 

a. Some report types (Payroll, Paystub, Mortgage, etc.) may require that specific 

information be supplied for the ‘Borrower Details’ to test a valid report scenario. If so, 

ensure that the info in this form (Name, SSN, DOB, etc.) matches what is listed for your 

selected test profile. If not otherwise listed under the profile, any value can be entered. 

b. Enter an email address you can access to test the consumer interaction through a test 

profile. 

5. Submit the Report  Request: A message with a link to complete the report will be sent to the 

consumer’s email. 

6. Locate the Report Request Email: Access the email where the report request was sent and click 

the button to start the report process. A new browser window will be opened to start the 

consumer permission process (Connect). 

7. Connect to a Finbank Account: In the Connect window, search for “finbank” and identify the 

preferred test institution that aligns with your test profile. 

a. For Paystub report requests, the provided paystub will be uploaded at this point instead. 

b. For Payroll only report requests, this step will be skipped. 

8. Complete Report Steps: Follow the instructions on screen to complete the report and validate 

the results in the Client Hub. 

This will result in a completed report that can be viewed or downloaded from the Client Hub report 

dashboard. Additional steps might be required through third party platforms (e.g., submitting a report to 

a housing GSE for mortgage origination). More specific documentation for these use cases can be found 

at the Mastercard Developers site. 

 

Report Details 
All fields within this section are required, although custom fields may have a default value or be 

designated as optional. Data entered in the custom field sections are not usable in the report Search 

feature. 

• Report Type: the report generated from the request (see below for report descriptions) 

• Start Date: the starting date for the report request 

• Reference ID: any unique identifier you would like to use to identify the report request, such as 

an application number or loan number. 

• From Email: the email domain that the report request will be sent from; the default is 

noreply@finicity.com, but if you had a custom domain configured, this can be updated to your 

preference. 

• Custom Fields: these fields will display, become required or contain a default value based on the 

custom options you have set. 

 

https://developer.mastercard.com/open-banking-us/documentation/products/lend/


 

 
Copyright 2023  15 

 

 

Report Type  
The Order Reports feature allows access to many distinct types of reports based on user-permissioned 

data. The options listed under your account may only include a subset of the below list – this should 

correspond with your Mastercard open banking services agreement.  

• Verifications of Assets (VOA): 
provides bank validated insight into a 
consumer’s current financial assets, 
including up to 12 months of 
transaction history including credits & 
debits.  

• Verification of Income (VOI): provides 
verification of a consumer’s income 
streams (both active and inactive) 
based on up to 24 months of bank 
transaction data; each income stream 
is ranked and includes a confidence 
score. 

• Verification of Income and Employment – Payroll: provides insight into a consumer’s current and 
prior income and employment through data directly from the payroll source. 

• Verification of Assets and Income – Transactions: provides verification of a consumer’s income 
streams (both active and inactive) based on up to 24 months of bank transaction data; each 
income stream is ranked and includes a confidence score. Also includes up to 12 months of 
transaction history including credits & debits. 

• Verification of Income and Employment – Paystub (with TXVerify): digitally extracts pay 
statement data and then cross-verifies the data with the income transactions directly from the 
consumer’s financial institution. 

• Prequalification Report (CRA): provides bank validated insight into a consumer’s current financial 
asset balances. 

• Asset Summary Report (Non CRA): No longer supported – deprecated in 2023. 

• Cash Flow Business (Non CRA): No longer supported – deprecated in 2023. 
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• Cash Flow Personal (CRA): provides inflow, outflow, and cash flow information including up to 24 
months of transaction history. 

• Verification of Income and Employment – Paystub: digital extraction of pay statement data. 

• Verification of Employment (VOE) – OnDemand: provides employment details from the 
consumer’s employer. Information obtained directly from the employer – no consumer 
engagement required. 

• Verification of Income and Employment (VOIE) – OnDemand: provides employment and income 
details from the consumer’s employer. Information obtained directly from the employer – no 
consumer engagement required. 

• MVS – Basic (Asset, Income and Employment): waterfall experience to collect all data for asset, 
income and employment verification through payroll and transaction data. The consumer is 
prompted to connect to their bank accounts and payroll data. Generates a VOIE - Payroll (if data 
is available) report and a VOAI - Transactions report. 

• MVS – Basic Paystub (Asset, Income and Employment): waterfall experience to collect all data 
for asset, income and employment verification through paystub and transaction data. The 
consumer is prompted to connect to their bank accounts and upload paystub(s). Generates a VOIE 
- Paystub (with TXVerify) and a VOAI - Transactions report. 

• MVS – IE (Income and Employment): waterfall experience to collect all info necessary for income 
and employment verification in a single consumer experience. The consumer first connects their 
payroll data; if additional employment is needed, they are prompted to connect to their direct 
deposit account(s) and upload their most recent paystub. Generates a VOIE - Payroll (if data 
found) and a VOIE - Paystub (with TXVerify) report (if required). 

• MVS – Full (Asset, Income and Employment): waterfall experience to collect all info necessary 
for assets, income, and employment verification in a single consumer experience. The consumer 
first connects to their bank account(s) and payroll data. If the consumer has additional 
employment to report, they are prompted to upload their most recent paystub. Generates a VOIE 
- Payroll (if data found) report, a VOAI report, and a VOIE - Paystub (with TXVerify) report (if 
required). 

 

A user can also access the following reports via refresh: 

• Verification of Employment (VOE) – Payroll:  provides insight into a consumer’s current and 
prior employment through data directly from the payroll source. Available via “Refresh” for 
a completed VOIE – Payroll report. 

• Verification of Employment (VOE) – Transactions: verify the consumer’s employment by 
identifying consumer’s recent direct deposits without the income amounts. Available via 
“Refresh” for a completed VOAI - Transactions report or VOIE - Paystub (with TXVerify) 
report. 
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Borrower Details 
All fields within this section are required. It is important to use an active email address for the consumer 

so they can receive and act upon the report request. Please note that the Social Security Number (SSN) 

provided here will be hidden from any user for security purposes. 

 

 

Submit a Report Request 
After entering all required and any optional information, a user may click the ‘Submit Request’ button to 

send the account connection request to a consumer. This sets the report into a Pending status until the 

consumer fulfills the steps for that report request.  

Note that any consumer information on a pending report request 

can be changed while the report is in a Pending status but cannot 

be altered after the request has been fulfilled. Custom field 

information can be changed with a refresh request on a 

completed report. 

 

Email to Consumer 
Once a report request is sent, the consumer will receive an email informing them of the steps that they 

need to take to provide access to their data to the lender. The email template used varies slightly between 

report types, but would follow a similar outline to what is pictured below: 

1. Identify the email recipient (from report request). 

2. Generically state the overall the purpose of the request. 

3. Outline the actions required by the request recipient. 

4. Reassure the secure practices of handling customer data. 

5. Sender information (user and company details). 

6. Call to action button. 

An email template (Subject and Body) can also be altered for each Report Type available for each client, 

also known as an ExperienceID. If you wish to customize the template for an ExperienceID, please work 

with your account representative to provide the email Subject (plain text format) and Email Body (HTML 

format) while incorporating any dynamic parameters. These configurable elements identify the recipient, 

The report request link is only 

accessible for 72 hours after being 

sent. After that, your request will show 

as “Expired” and you must resend the 

request. 
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information about the company and loan requestor, as well as the customized logos/colors added within 

your profile: 

• {{> common_brandLogo}} 

o Banner containing Company Logo 

• {{> common_greeting }} 

o Borrower Name 

• {{> common_supportPhone}} 

o Please call us at (111) 555-1234 with any questions. (the phone number listed here is the 

one provided in your Company Profile in the portal) 

• {{> common_signature}} 

o Company Name 

o Report Requestor First & Last Name 

o Report Requestor Email for Borrower Notifications 

• {{> common_buttonLink defaultButtonText="Get Started"}} 

o Button text reads "Get Started" 

 

Note that customized email template is subject to approval by Mastercard (User Experience and Legal), 

and we reserve the right require updates prior to releasing any new email content. Also consider: 

1. The HTML email template may contain links to external sources. 

2. While default templates support English, Spanish and French language translations, multi-

language custom email templates are not supported through Order Reports (API only). 

3. Future email templates updates will be subject to review. 

4. We strongly recommend testing and reviewing any new email template changes prior to launch. 



 

 
Copyright 2023  19 

 

 

Report Dashboard 
After creating a report request, it will appear on the Report Dashboard alongside a complete, historical 

view of all requested reports. Within this view, report records can be searched and sorted by the columns 

displayed there: 

• User: The Client Hub user who requested the report. This column is only visible to users with the 

“Admin” role.  

• Reference #: The identifier used to track the loan. This could be a loan number, or any other value 

determined by your organization. 

• Borrower Name: The entity to whom a report request has been sent. This is who will permission 

the use of their banking or other data to create the requested report. 

• Report Type: The report product requested for the consumer - e.g., Verification of Income (VOI), 

Verification of Assets (VOA), etc. 

• Date Requested: The date on which the report was most recently requested.  

FirstName – the consumer’s first name 

from the report request. 

 

 

 

 

PhoneNumber – the phone number listed 

under your company profile.  

 

Name – the full name of the requestor for 

this report. 

Lender – the company name listed under 

your company profile. 

Email – the email address of the requestor 

for this report. 

 



 

 
Copyright 2023  20 

• Time Remaining: For a “Pending” record, this is the time remaining until the report request 

expires. Otherwise, this field is marked as not applicable (N/A).  

 

 

Report Status 
Note that all records on the dashboard are accompanied by a “Status” value, indicating the current step 

of that report request. The status of the request will be updated as the consumer takes action to fulfill the 

request until the request expires: 

• Pending: The email has been sent to the consumer, but the link has not been clicked.  

• In Progress: The consumer clicked on the link and is completing the request.  

• Complete: Your report is ready for use. 

• Unsuccessful: A report could not be returned with the permissioned data. The request must be 

re-sent, and the consumer may try again with different/new financial institution(s). 

• Expired: The report request link is only active for 72 hours from the send date. After that time, 

the report will need to be re-sent or a new request will need to be created.  

 

Take an Action on a Report 
There are several actions that can be taken on report requests depending on which status they are in: 
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• View: Review a copy of the most recently completed 

report within your browser. 

• Download: Save a PDF copy of the most recently 

completed report to your device. 

• Delete: Remove a pending or completed report. 

Deleting a completed report will also permanently 

delete the consumer’s credentials, where 

applicable. 

• Resend Request: Send a new report request to the 

consumer using the same information as the 

selected request. This will require the consumer to 

permission accounts as if this was a brand-new 

request.  

• Edit Consumer: Update the consumer details and 

custom field entries for a pending report request. 

• Refresh Report: Create a new report with up-to-date data using the same accounts as the selected 

request.  

• Edit and Refresh Report: Update the custom field entries and create a new report with up-to-

date data using the same accounts as the selected request. 

  



 

 
Copyright 2023  22 

INVOICE HISTORY 
 

The invoice history page displays an itemized, month-by-month breakdown of any report requests that 

have been made through your account. This report includes information on the report type requested, 

the consumer, the date the report was created, and any 

customized fields used when generating that report. The 

information can also be downloaded for use outside of the 

Client Hub. 

 

 

 

The table can be sorted by ascending/descending order for any of the available columns and columns 

can be reorganized within the table according to your preferences – or be marked as hidden altogether. 

Note that any changes made to the table to sort, organize, or show/hide columns will also alter the 

downloadable CSV (Comma Separated Value) in the same manner. 

 

 

  

The label name and values for any 

custom fields used in a report request 

are defined at the report level, so if are  

modified over time they will still align 

on past and future reports.  
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HELP 

 
If you find that the is something missing from Mastercard’s Open Banking Client Hub, please provide your 
feedback to us through the support portal provided. Common requests made are: 
 

• Support Case: If an aspect of the Client Hub or the tools within are not operating correctly, please 
enter details about the issue as a new support case. Please provide as much context and 
information as possible (including screenshots) so our team has everything they need to address 
the issue. 

• New Feature: If there is an unsupported feature or enhancement you want in the Client Hub, 
please provide your feedback through a new feature request. Please provide context about what 
you are trying to accomplish so we can identify if your needs can be met through another one of 
our products so we can adequately identify a solution. 

• New Institution: If your customers have noted an absence of support for a particular bank or 
credit union, please provide details about that financial institution so that we can attempt to 
establish a connection for future customers. 
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